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METHOD AND APPARATUS FOR USER
IDENTIFICATION USING PULSATING
LIGHT SOURCE

systems have many advantages over systems utiliZing dac
tocards. Re?ection systems alloW for quick scanning and
processing of information, and a user’s ?ngers are not soiled

from ink or ultraviolet-type stamping. HoWever, these
re?ection systems also have some disadvantages due to their
mode of operation. Some of these disadvantages are dis
cussed beloW.

This application is a continuation-in-part of PCT Inter
national Application PCT/RU97/0000105 With an interna

tional ?ling date of Apr. 4, 1997.
BACKGROUND OF THE INVENTION

1. Field of the Invention
The ?eld of the invention relates to systems for optical

10

creates a problem is that When it touches the contact surface,
the contact area is very small, making it impossible to
produce a high-quality image. It has been proven that
inaccuracy of at least one micron leads to a complete loss of

identi?cation and veri?cation of personal identity. More
particularly, this invention relates to the optical scanning of

?ngerprints (dactyloscopical systems) for personal identi?

15

cation as required in such areas as computer technology,

criminology, medicine, banking, ?nance, security,
admittance-control systems and ?rearm safety locks.
2. Description of the Related Art
There are several prior art optical security systems Which

contact surface With special contact substances, as disclosed

22, 1989. Another problem is that the loW mechanical
20

25

information directly from the ?nger, ie the so-called “live
30

scopical cards or dermal ridge patterns of a ?ngertip, may
differ. The area of application constitutes the second major
35

Systems of the ?rst group are used mainly by police and
criminologists for the purposes of personal identi?cation of
criminals. Dactyloscopical cards are used along With the
tracks collected at a crime site. HoWever, these systems are

not suitable for immediate identity veri?cation. Regular
scanners such as designed by Morpho Systems, are currently
used to read such dactocards and tracks (see MORPHO

40

decreases the mechanical stability and reliability. There have
been attempts to seal hermetically the gaps betWeen the
lenses and the contact surface, especially to prevent loose

occasional use in instances When neither the high security of
automatic identi?cation, nor the small dimensions of the
device are prohibitive.
Russian Patent No. 2031625, published Mar. 27, 1995
discloses a light penetrating system and user identity veri
?cation method. In this system, a user’s ?nger must be
placed on a ?ber optical surface of camera, and then,

penetrating directed at the ?nger. The output signal of the
camera is computer processed, and thus the ?ngerprint is
veri?ed. When a ?nger comes into contact With an optical

Systems lea?et of 1992). HoWever, these types of systems
cannot process information available from dermal ridge
patterns of a live ?ngertip.

principally leads to a signi?cant drop in quality because of
optical distortions and aberrations introduced by the lenses.
Moreover, for each additional element introduced into the

particles from entering the gaps.
The above-mentioned disadvantages prevent Widespread
use of such re?ection systems, alloWing only for their

These tWo groups differ greatly from each other. First, the
surface texture of data storage units, Which can be dactylo

difference betWeen the tWo groups.

resistance of contact surface coatings causes the coating to
come off after contact With several ?ngers.
Another disadvantage of using a series of lenses is that it

process of data transfer, additional errors are introduced. The
use of a series of lenses enlarges the siZe of the device and

lea?et of 1992); and (2) systems obtaining dactyloscopical
scanners.”

dactyloscopical information. Such re?ection systems
attempt to compensate for this disadvantage by coating the

in European Patent Application No. 304092, published Feb.

store, process and identify ?ngerprint patterns by electronic
devices. Optical dactyloscopical systems can be divided into
tWo groups according to their functional capabilities: (1)
systems that read ?ngerprint images from intermediate data
storage units, such as, for example, traditional dactyloscopi
cal cards (?ngerprint cards) and utiliZe various types of
tables to classify the ?ngerprints (see MORPHO Systems

One disadvantage is that When a scanned ?nger is dry, the
picture quality is reduced. This reduced quality results in a
loW probability of identi?cation. The reason that a dry ?nger

45

Moreover, the use of ?ngerprint cards causes a consider

?ber, the dermal ridges ?t closely With the ?ber contact
surface, and the light diaphaning the ?nger meets the contact
surface and thus the photosensitive elements. The light lost
and are much less at areas Where the ?nger contact is direct,
as opposed to areas Where the relief structure does not alloW
direct contact.

able loss of information because registration and processing
of each and every small detail of dermal relief is limited.

Systems of the second group, Which process optical
dactyloscopical information obtained from a “live” ?nger,
may be subdivided into the folloWing categories:

The method disclosed in Russian Patent No. 2031625
generally is free from the types of disadvantages Which are

Category 1—Systems operating in re?ected light; and

method disclosed by that Russian patent distinguishes over

natural to light re?ecting systems of image processing. The

Category 2—Systems operating in penetrating light.
This subdivision is based on the functional principles of
the system at the initial stage of transformation of the
dactyloscopical image. For example, over the last ten years,
systems such as one designed by Digital Biometrics utiliZes
miniature cameras and charge transfer devices (CCDs) to
detect the re?ected part of light from a ?nger surface.

55

light re?ecting systems by providing a better quality ?nger
print image. The presentable gradations of dactyloscopical
pictures depend only on the dynamic characteristics of the
camera used. Additionally, the existence of gaps betWeen the
skin and a contact surface does not result in a complete loss
of the information. Further, the siZe of this gap is propor

60

These re?ection-type operating systems take advantage of

tional to the amount of penetrating light.

HoWever, the light penetrating system also suffers from

the effects associated With the complete inner re?ection of

certain disadvantages. The present inventors have discov

the light, i.e., light that is re?ected just from those places of

ered that there are undesirable variations in the contrast of

the prism surface at Which the dermal ridges of a ?nger

directly contact the prism surface.
The dactyloscopical camera uses a series of lenses to ?x

the re?ected image of the dermal pattern. Such re?ection

the dactyloscopical picture at the entry surface of the cam
65

era. These undesirable variations are caused by the user’s

pulse, Which provides variations in the blood?oW that affect
the amount of light passing through the ?nger. Such insta

US 6,668,071 B1
3
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bility of the image results in false pieces of information that

processes due to a high probability of error, in a ?eld Where
errors are critical. The disclosure of each of the above-cited

decrease the quality of the image and increase the error rate.

Another disadvantage of the light penetrating system is
the dependency of picture quality on the availability of
outside natural light. Moreover, this prior art system does

references is incorporated by reference herein in its entirety.

not distinguish betWeen a live ?nger and a previously

An object of the present invention is to provide both a
method and a device for a light penetrating system for user
identi?cation purposes Which results in a reduction of the

SUMMARY OF THE INVENTION

recorded ?ngerprint. Thus, the prior art light penetrating
system is vulnerable to breach by a counterfeit image,
making the system undesirable for use in code-locks and
other security or access control systems.
Russian Patent No. 2031623 discloses a user identity

10

veri?cation system based on a camera With a ?ber optical

the image causes a corresponding increase for more accurate
identi?cation. The probability of rate identi?cation of errors

entry surface designed for ?nger contact. The ?nger placed
on the entry area is diaphaned by a source of light or

daylight, eg a liet bulb, Which is installed opposite the

is improved signi?cantly.
15

contact surface. The camera is connected With a signal

processing module.
Unlike the ?rst type of light penetrating system, a device
utiliZing a ?ber optical entry surface does not have any.
lenses; therefore, it is free from all of the inaccuracies

20

affecting identi?cation introduced by aberrations of the
optical lenses. Such devices are characteriZed by small
dimensions, compactness, high reliability and an uncompli
cated structure. As photosensitive units, they utiliZe charge
transfer devices (eg CCD/chips) Which are called Frame

25

de?ned pictures, in contrast to the series of sometimes

blurred pictures produced by the prior art system disclosed

transforming light into charge quantity equivalents. The

in Russian Patent No. 2031625. This improvement of the
30

(picture storage section). While the neXt image is being
generated in the image creating section, the picture, storage

In one embodiment of the present invention, a method for

user identi?cation by penetrating light comprises the steps of
35

The use of such CCDs guarantees high quality images.

video camera; and (d) processing an image signal transmit
ted from the video camera, Where the ?nger is diaphaned by

to use different elements for creating the pictures and
40

CCD).

Devices using ?ber optics for direct transmission of the
image (Without scale adaptation) are suitable for only rather

pulsating light as the video camera accumulates the image of
a ?ngerprint in a picture formation mode.
Another embodiment of the present invention provides
that before the placing of the user’s ?nger into the ?ber optic
input surface of the video camera, the user opens an access

small skin areas, and thus are insufficient for automatic
45

cal identi?cation, the ?ngerprint area has to be at least 16

mm in diagonal. MeanWhile, criminology standards in dif
ferent countries usually require a diagonal of 24 mm for

?ngerprint analysis. HoWever, the engineering of photosen
sitive units With a diagonal of 16—24 mm, in addition to

using ?ber optic entry and charge transfer devices for the
complete image, encounters technically dif?cult problems at

to the ?ber optic surface and after identi?cation, closes the
access to the ?ber optic input surface.
During the process of identi?cation (ie when a user puts
his ?nger on the entry surface of the camera), the ?nger is
diaphaned by pulsating light, While the video camera is in
the picture formation mode.
In another embodiment of the present invention, a video
camera creates a sequence of pictures Within a certain period

of time. While processing these pictures, a signal-mean

the present time.
There are ?ber optical units With diameter adaptation,
such as disclosed by Hamamatsu, Which utiliZes a ?ber

(a) placing a user’s ?nger on the ?ber-optic entry surface of
a video camera; (b) diaphaning the user’s ?nger With pen

etrating light; (c) generating a ?nger image signal by the

There are other types of tWo-section CCDs Which are knoWn

identity veri?cation. Tests have proved that for dactyloscopi

picture quality reduces the probability rate of identi?cation
errors.

section stores and reads out the previous image. Thus, in
CCDs, the process of image creation and reading out takes

reading out the charge. One eXample employs elements
scanning charge transfer image in lines (Interline Transfer

effect takes place due to the short pulses (approximately one
ms). The negative effect of blood How on the instability of
the image of a ?nger becomes negligible. In addition, a
reduction of the picture formation time period leads to a
reduction of the negative in?uences of varying natural
lighting conditions on the dactyloscopic picture of the
dermal pattern as Well. Thus, use of the pulsating light

according to the present invention permits clean and sharply

rately. One-half of the FT CCD (the image section) is
engaged in transformation of the light into an image by

place simultaneously.

The present inventors have discovered that diaphaning a
?nger With pulsating light leads to a considerable reduction
of irregularity, instability and smearing or blurring of the

output images and, consequently, of a video signal. This

Transfer CCD (FTCCD). FT CCDs are con?gured sepa

other half is used for storage and read out of the information

quality dependency of a ?ngerprint image from impairment
by blood ?oW inside the ?nger and by outside natural light
conditions. Improving the quality and informative value of

value can be determined for each picture, or portions of the
55

pictures may be selected. Thus, a time dependent sequence

optical taper that alloWs for image enlargement. Such sys

of signal-mean-values is determined and used as a criterion

tems may be used as ?ber optical lighting conductors in

for user identi?cation purposes.

dactyloscopic devices. HoWever, devices of this type cannot
have a compact design. Moreover, the maXimum resolution
decreases to approximately ?ve lines per millimeter, conse

ratus for user identi?cation comprises a video camera With

In another embodiment of the present invention, an appa
60

quently raising the probability of ?ngerprint misidenti?ca
tion. Therefore, these devices are not suitable for practical
use.

The above-described disadvantages of the prior art optical
scanning identi?cation devices and methods cause such
devices and methods to be signi?cantly limited in their
potential use in automatic dactyloscopical identi?cation

an optical input surface, the video camera including a

photosensitive charge transfer device and a photosensitive
device control module; a light source for outputting light for
65

penetrating a section of the user’s ?nger; and a processing
module that receives an output image from the video
camera, Where the light source is a pulsating light emitter
Which is synchroniZed With the photosensitive device con

trol module for pulsating sWitching of the pulsating light

US 6,668,071 B1
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emitter While the video camera is in an image accumulation

The processing of several consecutive pictures alloWs for

mode and the photosensitive charge transfer device is one of

an increase in the informative value of the dactyloscopical
pictures, since further biometric data of the user is obtained

a Full Frame CCD or a CMOS image sensor.

(i.e., special features of pulse). This enhances the quality of

In another embodiment, the light penetrating identi?ca
tion device may comprise a photosensitive charge transfer

the identity veri?cation process. The use of a pulsating light
emitter alloWs not only a far better quality of the dactylo

device that is a CMOS image sensor With a full-frame

electronic shutter as the photosensitive charge transfer
device.
A Full Frame shutter permits sWitching to the CMOS
image sensor in a ?ash and synchronizes With the pulse light

scopical picture (as mentioned above), but also alloWs for
the use of Full Frame CCDs as photosensitive units. Full

Frame CCDs provide high quality pictures of larger areas.
10

source from the image accumulation mode into a storage and

reading mode. This is necessary for receiving the ?ngerprint
image during the pulse time Without smearing or blurring.
In another embodiment, the light penetrating identi?ca
tion device may further comprise a controlling light driver
connected betWeen the photosensitive device control mod

of the error rate in the process of identi?cation. The manu
facture of Full Frame CCDs With a photosensitive area of

16—24 mm diagonal plus the ?ber optical entry is an easy
15

of charge shifting.

identi?cation device may further comprise a cover as part of

As noted above, Full frame CCDs may not be used in

the light source, Which covers the ?ber optic input surface

devices Working in permanent lighting, because the forma
tion and read out of the pictures take place simultaneously

When the device is in a non-Working mode, and uncovers the

?ber optic input surface When the device is in a Working
mode. The light penetrating identi?cation device may open

leading to an overlap of the pictures. As a result, it is

impossible to gain clear pictures. Thus, the present invention

the cover at an angle betWeen 10 and 90 degrees from the

device is in a Working mode. In another embodiment the

technical task, making the device relatively easy and cheap
to produce. Further, Full Frame CCD devices distort less
information, as compared to devices utiliZing other methods

ule and the pulsating light emitter. The light penetrating

?ber optic surface of the photosensitive device, When the

The enlargement of the area in focus along With the
improved stability of the image leads to a further reduction

alloWs for high-quality pictures of ?ngerprints as an essen
25

tial precondition of automatic identity veri?cation, With a

the ?nger of the user. The light source may comprise at least

loW error probability.
In another embodiment, the cover is a narroW bandpass

one pulsating light emitter, for eXample comprising light

optic ?lter Which alloWs entry of light only from the light

emitting diodes mounted, for eXample, onto the cover at a

source. This ?lter can be situated in different places, for
eXample, on a CCD or in a back side of a ?ber optic plate.

light source may comprise lighting elements placed along

side that faces the photosensitive device.

The ?lter function is analogical to the previous cover,

The cover may be constructed for even re?ection of light
from the pulsating light emitter to the ?nger of a user. The
light source may comprise at least one pulsating light emitter

because it protects from outside light and passes only light
from the light source.

mounted onto the cover at a side Which faces the photosen 35
sitive device, Wherein the side of the cover is a mirror and

the pulsating light emitter is located at a same plate With the

FIG. 1 is a graph shoWing the time dependency of ?nger

photosensitive device.
In another embodiment, the light penetrating identi?ca

transparency, utiliZed for user veri?cation purposes.
FIG. 2 is a block diagram shoWing the structure of the

tion device may comprise a locking mechanism for securing

light penetrating identi?cation device according to the
present invention.
FIGS. 3A through 3E shoW time diagrams that illustrate
the operational proceedings of the device.

and transforming the cover of the light source from a closed
mode to an open mode. The cover may be made of a light

non-transparent material and the design of the cover shields
the ?ber optic input surface of the camera from external

lighting.

BRIEF DESCRIPTION OF THE DRAWINGS

45

In another embodiment, the photosensitive unit is

FIGS. 4A through 4C are front vieWs of the cover being
closed, open at a 90 degree angle, and open at an acute angle,

respectively, With FIGS. 4B and 4C shoWing tWo alternative
embodiments for diaphaning a ?nger.

designed as a Full Frame CCD. The term Full Frame CCD
means that the photosensitive unit does not have a special

FIGS. 5A and 5B shoW an embodiment having a slidable

light-protected storage section. The picture-formation and
the reading-out of the image are separate in time, not in

type cover.

space, as in Frame Transfer CCDs. Such devices are preva

FIGS. 6A and 6B shoW tWo embodiments for diaphaning
a ?nger With re?ected light.
FIG. 6C shoWs an embodiment of placing light emitting
diodes around the ?ber optic surface.

lent in the ?eld of television engineering. In the Full Frame
CCD, the procedures of picture formation and read out are

just spatially separated, not temporally (in contrast to Frame

Transfer CCDs).

55

The Full Frame CCD can be produced much cheaper and
easier than the Frame Transfer CCD because it needs only
half of the components (having the same dimensions of the
photosensitive unit). Of course, the Full Frame CCD can not

FIG. 8 is a ?oWchart of the basic identi?cation method

steps.
FIG. 9 is a ?oWchart of the identi?cation method steps
When a cover restricts access to the ?ber optic entry surface.

be eXposed to permanent lighting through the object,
because then the formation and read out of the pictures take

place simultaneously, leading to an overlap of the pictures.
The present invention solves this problem as folloWs. The
devices are equipped additionally With a synchroniZed emit
ter to control the pulses of the lighting element. This emitter
is installed betWeen the lighting element and the control
module of the photosensitive unit.

FIG. 7 is an embodiment in Which a ?nger refracts light

toWard the ?ber optic surface.

DETAILED DESCRIPTION OF THE
INVENTION
65

The embodiments discussed herein are merely illustrative

eXamples of the present invention, and should not be inter
preted as limiting the scope of the appended claims.

US 6,668,071 B1
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First, a brief description of the structure shown in FIG. 2
Will be provided. The user veri?cation device comprises a
pulsating light emitter 1 and a video camera 2, Which

If the video camera 2 creates picture-sync-signals With

amplitudes suf?cient to activate the light emitting diodes of
pulsating light emitter 1, the pulse generator 7 may be

includes the photosensitive unit 3 (for example, a CCD) and

eliminated. In such a case, the output of the picture-sync

a photosensitive control module 4 to control the photosen
sitive unit 3. The video camera 2 has a ?ber optic entry
surface 5 for the user’s ?nger 6 to be placed thereon. The

signal generator of control module 4 may be provided
directly to pulsating light emitter 1. It is possible to syn

pulse generator 7 controls pulsating light emitter 1. Process
ing module 8, is connected to control module 4 and performs
information processing.
The pulsating light emitter 1 has three diodes Which emit
red light in the visible range of the spectrum (about 800 nm).

chroniZe the video camera 2 and the pulsating light emitter
1 via an exterial sync-signal-source or by utiliZing an
10

input of information processing module 8. Processing mod
ule 8 can be, for example, a multimedia personal computer

The light Wave of the LED may be any Wavelength Within
a spectral range of photosensitive devices (from 400 nm to
1100 nm), but a Wavelength of 800 nm has certain advan
tages over others.

15

ing module 8.
Furthermore, additional Well-knoWn programs can be

installed in processing module 8 to prevent unauthoriZed
20

eyes.

The number of diodes is not critical; it is possible for the
emitter to comprise feWer or more than three diodes. The

pulsating light emitter 1 is located opposite the entry surface
5 While being spaced at a distance from surface 5 that

25

and shoWs a numerical aperture of at least 1.0 at a Wave

30

PCLOCK distributed by the Belorussian company OPAK.
The pulsating light emitter 1, the video camera 2, and the
pulse generator 7 may be designed as one single block (as a
dactyloscope) Which can be controlled by a personal com

As shoWn in FIG. 4A, cover 9 blocks the ?ber optic input
surface 5 of the photosensitive unit 3. FIGS. 4B and 4C
shoW cover 9 open so that it is perpendicular or at an angle

to the ?ber optic input surface 5.
FIGS. 4B and 4C also shoW tWo different embodiments of
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length of 800 nm.
According to an embodiment of the present invention, the
photosensitive unit 3 is designed as a Full Frame CCD. For
example, a device Will Work for these purposes and besides

photosensitive unit 3 contains tWo separately controlled

access to the computer or to determine the user’s pulse. All
functions mentioned above are carried out by the program

puter (i. e. information processing module 8). At the present
time, a type of dactyloscope “DELSY” is produced by the
Russian Company ELSYS.

provides suf?cient space for a user to place a ?nger on the

entry surface 5 of the video camera 2, While being suf?
ciently close to alloW transillumination of the ?nger.
Video camera 2 may be, for example, an ordinary televi
sion camera With external synchroniZation and a photosen
sitive unit 3.
The ?ber optic entry surface 5 includes a ?ber optical
plate. The diameter of a single ?ber amounts to about 10 pm

(PC) containing a video blaster card (for example, SE 100 of
Creative Labs) to receive and process the outgoing video
signal from video camera 2. Well-known dactyloscopical
identi?cation softWare systems are pre-installed in process

First, 800 nm is nearest the maximum for sensitivity of

CCDs, CMOS devices and light emission for LEDs.
Second, a pulsating light Which operates loWer in the
visible range (400—800 nm) can be ergonomically less
desirable because loW light pulses are not good for human

alternating current as a pulse.
The second output of video camera 2 is connected to the
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hoW the pulsated light emitter 1 may be attached Within
cover 9. In the embodiment shoWn in FIG. 4B, the pulsating
light is directed at a doWnWard angle toWard the ?ber optic
surface 5 to diaphan ?nger 6. In the embodiment shoWn in
FIG. 4C, the pulsating light emitter 1 is positioned so the
light impinges perpendicular to the entry surface 5 When the

equal parts—each half having 288 lines of photosensitive

unit is fully opened. FIGS. 4B and 4 C shoW cover 9 as

elements. Both halves are open to light and have a mutual

connected to photosensitive unit 3, for example, by a hinge

electronic control system (i.e., photosensitive control mod

91, to alloW an opening at an angle ranging from at least 10°
to 90° from the entry surface 5. It is possible for electrical

ule 4 in FIG. 2). Each line in both the equal parts includes
512 photosensitive elements. Every element of the photo

45 or magnetic means to be used to hold the cover open. This

sensitive section has a siZe of about 18x24 pmz.

degree of opening should be more than suf?cient to permit

The charge shift process is controlled by a tri-phase
control system Within the photosensitive sections and its
readout register. The photosensitive control module 4 is

a user to place a ?nger onto the entry surface 5 for transil
lumination.
In the embodiment of FIGS. 5A and 5B, cover 9 is a
connected to the photosensitive unit 3 by a slidable connec

connected to the photosensitive unit 3 by a link 3 a ther

tion (e.g., a tongue-and-groove arrangement) Which employs

ebetWeen. The photosensitive control module 4 is designed
to read out the accumulated charge from photosensitive unit
3 and to transform it into a standard video signal. To enable
control module 4 to generate a standard video signal, module

4 includes a built-in generator (not shoWn) for producing
picture synchroniZation signals. The generator output is also
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a biasing unit 93 (such as a spring), Wherein the user pushes
back an edge of a cover With a ?nger and the biasing unit
returns cover 9 to the closed position When the ?nger is
removed. As shoWn in FIG. 5B, the cover is pushed back and

the user’s ?nger passes over the ?ber optic input surface

one of the outputs of the camera 2 and is connected to the

until the cover is retracted to a maximum position Which

input of the pulse generator 7.

enables positioning of the user’s ?nger for transillumination.
After the ?nger has been read, the user WithdraWs his ?nger,
and the biasing unit 93, Which may be a spring or spring-type

Pulse generator 7 generates the sWitch-on pulses for the
pulsating light emitter 1 in response to the picture-sync
signals produced by control module 4. There are tWo pos
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latch, pushes the cover back to block access to the entry
surface.
FIG. 6A shoWs an alternate embodiment. In FIG. 6A,

sibilities: (1) the pulse generator 7 either just ampli?es the
picture-sync-signals or (2) the pulse generator 7 generates
short-lasting pulses of a de?ned amplitude and a de?ned
related shift relative to the picture-sync-signals. The output
of pulse generator 7 is connected to the diodes of the

pulsating light emitter 1 for synchroniZation.

photosensitive unit 3 has an entry surface 5 and one or more
65

pulsating light emitters 1 positioned on the photosensitive
unit 3 as shoWn. A cover 9 (Which may be stationary) has a

re?ective inner surface for re?ecting light from emitters 1

US 6,668,071 B1
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onto entry surface 5 after passing through a ?nger 6, having
?nger nail 10. In operation, the light does not directly
impinge on surface 5 (and ?nger 6) from the pulsating light
emitter 1. Instead, the light is re?ected off the surface of

Time dependency of signal mean values is determined,
similar to What is shoWn in FIG. 1. This time dependent
signal mean value is equivalent to the time dependent
changes in the transparency characteristic of the ?nger,

cover 9, Which is made of, or coated With, a re?ective

Which contains additional biometrics information about the

material. Light passes through ?nger 6 to illuminate the ?ber
optic surface 5. The angle of the pulsating light emitter 1
must be positioned to provide re?ection that illuminates the

user to be identi?ed.

EXAMPLE

?ber optic surface 5 and the ?nger 6 so that a suitable
reading may occur. FIG. 6B shoWs a variation of the FIG. 6A
embodiment.

The period of pulse (pulse rate) may be calculated by
mathematical processing of the time dependency data of the
?nger transparency. As shoWn in FIG. 1, the pulse rate
corresponds to time intervals t1, t2, t3 betWeen the minimal
values of the graph. The resting pulse rate of men usually

FIG. 6C shoWs one eXample of hoW pulsating light
emitters 1 may be positioned around the ?ber optic entry
surface 5 for re?ection off the cover 9, or for illuminating

?nger 6 according to the embodiment shoWn in FIG. 7.
FIG. 7 shoWs ?nger 6 placed over ?ber optic surface 5.
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the limits of the speci?ed interval, the user is not identi?ed.
OtherWise, the user is identi?ed. If the individual pulse rate

The pulsating light is refracted When passing through the

of a certain user has been measured earlier and saved in the

?nger 6 in a doWnWard direction to diaphan a ?nger Without
re?ecting off of the cover.
In operation, each of the above-described embodiments
involves placing a user’s ?nger 6 upon the surface of the

computer, a comparison and identi?cation is possible upon
retrieval of this saved data about the pulse rate. The user Will
be identi?ed if the variation is 10%. Therefore, the identi
?cation criterion here becomes a pulse rate of the user.

entry surface 5 of the photosensitive unit (see FIG. 8, Step

Additional biometrics information on pulse reduces the
overall probability of an error in veri?cation results, since it

1). While the video camera 2 is in the image formation

mode, the ?nger 6 is diaphaned by pulsating light (see FIG.
8, Step 2) of a split second from the opposite side of the
entry surface 5. The period of each light pulse does not last
longer than the return trace period of the picture and

amounts to 0.8—1.2 pulses per second. Should only one of
the registered time intervals ti (i =1,2,3, . . . ) expand beyond
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is capable of detecting Whether a “live” ?nger has been
placed on the entry surface 5 or a mere molded model of it.

period takes 1.6 ms. Upon penetrating the ?nger, the light

The available data on variations of ?nger transparency
characteristic makes it possible to count the user’s pulse rate
and make further use of the corresponding graph for medical

enters the optical ?bers at points Where the dermal ridges of

purposes. (This is analogous to an electrocardiogram).

the ?nger are in direct contact With the entry surface 5 of the
photosensitive unit 3 of camera 2. In a picture formation
mode, the video camera 2 accumulates the image from the
surface of the photosensitive unit 3, so that a pattern of

loWs. While sWitching on the device, the picture sync signal
generator of control module 4 creates picture sync signals at

amounts to about 1 ms, assuming the picture return trace

charge is accumulated Which re?ects the image of the

The apparatus of the present invention operates as fol
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?ngerprint (see FIG. 8, Step 3). Then, during the direct trace
period (i.e. While video camera 2 is in the reading mode), the
accumulated image is transformed into video signals.
Subsequently, a standard video signal is processed (see FIG.
8, Step 4) and the user identi?cation is completed. Process
ing is conducted through conversion of a video signal into
sequences of digital signals employing Well-knoWn meth
ods. The dactyloscopical information gained through this
operation is handed over to the computer and then is

subjected to the computer program analysis in information
processing module 8 to verify the identity of the user.

the output of video camera 2. The picture sync signals are
shoWn in FIG. 3A. The period and duration of these signals
correspond to those of common television standards—e. g.
they may be signals of the CCIR-standard With a ?eld

frequency of 50 cycles/second and 625 lines. The peak of the
picture sync signal has a time duration (tb) of about 1.6 ms,
and the signal period (Tfr) lasts about 20 ms. Of course,
other television standards can also be used (for example, a

?eld frequency of 60 cycles/sec and 525 lines).
45

The picture sync signals are led to the input of the pulse
generator 7. Pulse generator 7 transforms the signals into
shorter lasting signals, but the shorter signals have a suf?
cient amplitude to activate the pulsating light emitter 1.

In the embodiments in Which a cover restricts the entry

Thus, pulsating lighting emitter 1 radiates pulse lighting

surface, the method of identi?cation must ?rst include

Which is produced by the pulse generator 7. The output

opening access to the entry surface 5 (see FIG. 9, Step 1).
After placing the user’s ?nger on the entry surface 5 (see

signals of pulse generator 7 are shoWn in FIG. 3B.
The user puts ?nger 6 onto the ?ber optical input surface
5 of video camera 2. The ?nger 6 Will be diaphaned by light
pulses so that a dactyloscopical picture is formed on the
surface of photosensitive unit 3.
The control module 4 transmits controlling signals to the
photosensitive unit 3 to permit formation of the charge

FIG. 9, Step 2) the ?nger is subsequently diaphaned With
penetrating light (see FIG. 9, Step 3). If an image signal has
been generated by the video camera 2 (see FIG. 9, Step 4),
the processing module 8 processes the image signal (see
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FIG. 9, Step 5), and the access to the entry surface 5 is closed

(see FIG. 9, Step 6). If an image signal has not been
generated, the user’s ?nger is diaphaned again With pulsat
ing light as in Step 3.

picture equivalent of the corresponding dactyloscopical
image, and to enable the read out process of this picture
equivalent thereafter. FIGS. 3C and 3D shoW the controlling

Due to a fast picture formation process, the blood ?oW in

signals for Full Frame triphase CCD. The signal shoWn in

the user’s ?nger and the changes in the background lighting

FIG. 3C is attached to one phase of the photosensitive

have almost no effect on the stability of the video signal.

section of photosensitive unit 3, Whereas the signal shoWn in

Thus, a clear and high quality dactyloscopical image is
generated Without smearing or blurring.

FIG. 3D is transmitted to one of the phases of the output

In one preferable embodiment, the video camera 2 creates 65

a number of consecutive dactyloscopical pictures. From
each picture, or a part of it, a signal mean value is calculated.

register of the photosensitive unit.
For the CCIR-standard (mentioned above), the period t1
for reading out a single line lasts 64 microseconds. The
controlling signals for the other tWo phases of CCD are of

US 6,668,071 B1
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Type 1: re?ected light
Type 2: diaphaning constant light (see Russian patent No.

analogous structure, yet the shift pulse of the one-phase is
deferred to the shift pulse of the other.

The intervals tb represent the time periods during Which

2031625)

the video camera 2 is in the picture formation mode. For

Type 3: diaphaning pulse light according to this invention

example, during the time intervals tb, the dactyloscopical

(Without including determination of pulse data)

image is generated on the photosensitive surface 3 as a

The computer softWare for identity-veri?cation purposes

charge picture equivalent.

Was the same in all three cases. Its archive contained one

During the time interval td (characterized by the image
advancing period), the video camera is in the reading out
mode. The part of the control signal in the time interval td
shoWn in FIGS. 3C and 3D coincides With the shift pulse.
Through these shift pulses, the process of reading out of
the charge picture equivalent in a Well-knoWn manner is
ensured. The signal shoWn in FIG. 3E corresponds With the
read-out picture. The process of reading out a single line t1
takes 64 microseconds. This signal enters the control module
4. The control module 4 ampli?es this picture signal and

thousand (1000) ?ngerprints. The test results are presented
in the folloWing table (the identi?cation inaccuracy is set as
10

15 Type of device

Relative inaccuracy
of identi?cation

transforms it into a standard video signal.
The video signal is transmitted to the PC. There, it is

digitiZed by the videoblaster and afterWards processed by
the softWare applied. The program PCLOCK for instance

20

A sequence of pictures is analyZed. The ?rst picture
assists to gain dactyloscopical data. In other Words, the
coordinates of distinguishing dactyloscopical marks are
dactyloscopical data of all authoriZed users earlier saved in
the ?le (archive) of the PCLOCK program.
The other pictures determine the frequency of the user’s
pulse, Which is measured by the mean value of a video signal

25

30

35

constant

pulse

10

9

1

These results clearly shoW the superiority of the device of

Various modi?cations and adaptations may be made to the
present invention by those skilled in the art that fall Within

the scope and spirit of the appended claims. For example,

invention. The identi?cation system may be used for a Wide
variety of purposes, for example, it may be installed as an
apartment lock, an identifying module for a PC or special
program part of it, and/or may control access to computer
netWorks or ?rearm safety locks. The system may be used as
part of a medical device for diagnostic purposes, as Well as
a safety guarantee for a system of clearing settlements. The
simplicity of its technical realiZation and the Wide range of

applicability underscores the signi?cance of this novel
invention.
We claim:

system. OtherWise, the PCLOCK system just blocks the
40

1. A method for user identi?cation by penetrating light
comprising the steps of:
(a) placing a user’s ?nger on an entry surface of a video
camera;

is identical With the dactyloscopical data saved in the ?le.

The registration of pulse frequency is utiliZed only to make

Light

of the pulsating light or the number of images exist Which
are nevertheless Within the spirit and scope of the present

rate match the computer data on the user, identi?cation is
successfully performed and the user gets an access to the

computer. Veri?cation results appear on the computer

3

Diaphaning

numerous variations With respect to the cover, the duration

analysis of the mean values of time dependency (the time
dependency is shoWn in FIG. 1).
The pulse frequency data may also be compared With the

screen. A high quality image of ?ngerprint pattern used
along With the biometrics pulse data alloWs for signi?cant
reduction of error probability. A simpli?ed variant of identity
veri?cation is solely to check if the dactyloscopical picture

2

Dianphaning

not analyZed.

of a preset part of each picture of the sequence and an

pulse frequencies of authoriZed users saved in the ?le earlier.
In case the obtained dactyloscopical information and pulse

1

Reflected

the present invention as a matter of principle in comparison
to the other devices, even though pulse frequency data Were

realiZes an algorithm as described beloW.

determined in relation to the center of the ?ngerprint type.
After that, these data are compared With the ?le(s) of

a ratio to its determined minimal value.)
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sure that the ?nger checked really is alive, Without compar
ing it With the individual mean pulse frequency of the user.

(b) diaphaning the user’s ?nger With penetrating and

pulsating light;
(c) generating an image signal of a portion of the user’s
?nger placed on said entry surface of the video camera;

Asimpli?ed version of this device veri?es a user if offered

and

dactyloscopical information matches the retrieved computer
information of this user, upon condition that the system
detects a pulse rate in the ?nger offered for veri?cation. It

(d) processing an the generated image signal-transmitted

must be a “live” ?nger; no other model or a ?ngerprint may

identifying biometric information about the user’s
pulse by receiving more than one successive frame
of the image signal from the video camera;
determining an average value of the image signal in at
least a part of every frame; and
using a time function of the determined average signal

from the video camera;

pass for a ?nger. This version of the device Works With only
dactyloscopical data and does not measure or even check for

a pulse rate. In this case, the dactyloscopical picture in
processing module 8 is obtainable from a single image.
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Therefore, there is no need to analyZe a number of consecu

tive images.

as a user identi?cation criterion, Wherein:

This device may also store the obtained information about
the user in the computer memory. It may be both dactylo

the user’s ?nger is illuminated by said penetrating

scopical and pulse rate data, saved for veri?cation purposes

60

at a later time.

?nger in a picture formation mode.
2. The method of claim 1, further comprising the steps of:

COMPARATIVE TEST RESULTS
The inventors have performed a test to compare the

function of three dactyloscopical devices utiliZing different
types of light. The results of the comparison are shoWn
beloW.

and pulsating light as the video camera accumu
lates the an image of a ?ngerprint of the user’s

opening an access to the entry surface of the video camera
65

prior to placing the user’s ?nger thereon; and
closing the access to the input entry surface of the video

camera subsequent to generating the image signal.

US 6,668,071 B1
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3. The method according to claim 1, further comprising
the steps of:

11. The apparatus according to claim 5, Wherein said light
emitter emits light Which impinges on said input surface
substantially perpendicular to said input surface.
12. The apparatus according to claim 5, Wherein Where the

activating a device to expose the entry surface to light

during a Working mode; and
securing said device to block light from the entry surface

Wavelength of the pulsating light emitted by said light
emitting diodes is approximately 800 nm.
13. The apparatus according to claim 5, Wherein said

after generating the image signal.
4. The method according to claim 1, Wherein said entry
surface is a ?ber optic surface.
5. An apparatus for user identi?cation, comprising:
a video camera comprising a photosensitive charge trans

mirrored surface evenly re?ects the light from said light
10

fer device, a photosensitive device control module, and
an input surface;
a light source for emitting light for penetrating a portion
of a user’s ?nger;
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a processing module for receiving an output image of the
user’s ?nger from the video camera;
a cover movable from a covering position, for blocking
access to said input surface When the photosensitive
charge transfer device is in a non-Working mode, to a

emitter to the ?nger of the user.
14. The apparatus according to claim 5, Wherein the cover
further comprises securing means for securing said cover to

block said input surface, and for unsecuring
permit access to said input surface.
15. The apparatus according to claim 14,
securing means comprises a biasing means.
16. The apparatus according to claim 14,
securing means comprises a latch.
17. The apparatus according to claim 5,

said cover to

Wherein said
Wherein said
Wherein said

cover comprises a non-transparent material to block said

non-covering position, for alloWing access to said input
surface When the photosensitive charge transfer device

input surface from external light.
18. The apparatus according to claim 5, Wherein said input

is in a Working mode, Wherein:
said light source comprises a pulsating light emitter
Which is synchroniZed With said photosensitive
device control module for pulsating sWitching of said
pulsating light emitter While said video camera is in
an image accumulation mode,
said pulsating light emitter of said light source com

surface is a ?ber optic surface.

19. The apparatus according to claim 5, said photosensi
25

a CMOS image sensor.

20. An apparatus for user identi?cation, comprising:
a video camera comprising a photosensitive charge trans

prises a plurality of light emitting diodes, and
a side of said cover has a mirrored surface and said light

emitting diodes of said light source are located in

substantially a same plane With the photosensitive
charge transfer device.
6. The apparatus according claim 5 Wherein the photo
sensitive charge transfer device comprises a CMOS image
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sensor With a full frame electronic shutter.

7. The apparatus according to claim 5 Wherein said a
plurality of pulsating light emitters are located around a

is in a Working mode, Wherein:
said light source comprises a pulsating light emitter Which
is synchroniZed With said photosensitive device control

module for pulsating sWitching of said pulsating light

emitter.

light emitter.
10. The apparatus according to claim 5, Wherein said
cover alloWs access to said input surface by having a

fer device, a photosensitive device control module and
an input surface;
a light source for emitting light for penetrating a portion
of a user’s ?nger;
a processing module for receiving an output image of the
user’s ?nger from the video camera; and
a cover movable from a covering position, for blocking
access to said input surface When the photosensitive
charge transfer device is in a non-Working mode, to a

non-covering position, for alloWing access to said input
surface When the photosensitive charge transfer device

perimeter of said input surface.
8. The apparatus according to claim 5, further comprising:
a pulse controlling light driver connected betWeen the pho
tosensitive device control module and the pulsating light
9. The apparatus according to claim 6, further comprising:
a pulse controlling light driver connected betWeen said
photosensitive device control module and said pulsating

tive charge transfer device is one of a Full Frame CCD and
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emitter While said video camera is in an image accu

mulation mode, and
said cover further comprises a narroW bandpass optic

?lter disposed betWeen said photosensitive charge
transfer device and a ?ber optic plate, permitting
passage of Wavelengths from said light source.

plurality of opening positions that range from 10 to 90

degrees from said input surface.
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